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Abstract: Low Earth Orbit (LEO) satellite constellations feature low latency and high bandwidth, and have become the
core carrier for ground terminals to access the integrated space-terrestrial network. Nevertheless, LEO satellite channels
are vulnerable to illegal eavesdropping and jamming, and communication links frequently suffer from intermittent out-
ages. Accordingly, enabling trusted access of user terminals to LEO satellite networks has become an urgent challenge to
address. This paper proposes a terminal trusted access authentication and key agreement protocol for integrated space-
terrestrial networks, which achieves secure and efficient mutual authentication and key agreement between user termi-
nals and LEO satellites. The protocol adopts lightweight cryptographic primitives, and offloads most computational tasks
to the ground control center to reduce the computing overhead of satellites. Pseudo-identities and identity passwords are
designed to enhance the privacy of user terminals. In addition, the authentication parameters generated during the initial
access are reused to support rapid terminal re-authentication after link disconnection, so as to improve the efficiency of
re-authentication during reconnection. Formal security analysis and verification are conducted via the Real-Or-Random
(ROR) model and the Tamarin prover. The results demonstrate that the proposed protocol achieves improved security and
privacy protection. Performance evaluation shows that the protocol reduces communication and computational overhead
and obtains a significant improvement in communication efficiency compared with existing schemes, which well satis-
fies the lightweight requirements of integrated space-terrestrial networks.
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add lenna

Tomma:SonsLonkey ExtablLishind:
exists-tr:
00 oL K # L
{1Sessionkey [ K @#l oA
(U, C:Ipleted! ID u ID L)@#d
t#f % #)"
edit lenma or delete lanna
simplity
solvel [UT_Stote Init( $I0U, skil, PEIL, pwll, U, R.U, 1
) w1 ¥ )

case UT_Send M1
selvel Sessionkey| $10 U, $ID L, K ) @ #1 )
case LED Receive M3_Send W4
solve{ ILEQ State MZ( SIU L, skL, PK_L, rL, RL, TIT

ei}
case LED Forward_M1_W2
solve( !KU[ h{-skL) ) @ #vk.35 )
case WCC_Verify And Send M3 M4
wolve( ‘KU hi<—ski, -125] | @ #vk.36 )
case LEOD Forward M1 M2
solve( 'RUQ hi-rL} ] @ #vk.37 )
case I.EG Fm»am Hl H?
SOLVED <

Proof scripts

lemma Reconnect Reguires Prior_Session:
all-traces
“v ID_U ID L #1.
(Reconnect _OK{ TD_U, TD L ) @ #
(3K #. [sessmnn(eu 10 v, 10| L K 1@ e Al
edit lemna or delet
simplify
solve( 'LEQ _KeyState{ $ID_L, $ID U, K LU, RN, TID U, T

1w 2l )
case LEO Receive M3 Senu M
by contradiction /* raulas +/
qed

add Lemma

lemma Sacrecy Maas [sources]:
all-traces
¥
(Secret | Naasi n P @w) = (~(3 8. Kin)awl
edit lemna or dele
induction
case enply trace
by contradictien /* from formulas */
next
case non_empty_trace
solve{ 'NCC_Reg UT{ $I0_U, sk, PK U, pwll ) »s #1 )
case Registar UT
solve( !NCC_REg_LEO{ SID_L, skL, PK_L, pul ) »= #1 |
case Register LED
by solve{ 'KU[ -rN ) @ #vk.17 )
ged

qed
qed

K4 2245 M E IR uESs

Proof scripts
Lemsa Secrecy SK [sources):

all-traces

ok #.

iSecret SK{ sk ) @ #1) = [~(3 #]. K{ sk } @ #])

edit lenma or delete Lemsa
induction

case erpty_traca

M' cont ae.l.uie- * from foreulas *
ne:

o

u\n[ lastl n i AW W], (KD sk ) @ W1} = Tastie]l}

l lbc' et_SK( klﬂﬂ J
‘cas ﬂlW
Setval \TEG ST HZ| 5 s]D Ly kL, PKL, fLy RLLT
casn LED Fo uo o M1_M2

solue hi=R U, "-rL) ) @ #vk )

I‘|

H! \nr KUC ~rL ) @ #vk.36 )

QEH

nu ur Recelve WA_Complete
TUT_State Initi SID U, ki, PK_U, pwll, rll,
a1

case c_h
by solve( IKUQ -1l ] @ w19 )
qed
qed
sext
case case 2
lvelbc' et_SKi AL

e LEO_Receiva_M3_Send W4
”\ el |LE0_State WZ[ S]B L, skL, PKL, L, RL, 0.
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